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1. Introduction
[Extracted from the Data Management Manual (DMM). If you would like a copy of the DMM, please
contact us]

The St Nazaire Raid Memorial Trust (“the Trust”) and its operating arm, the Operation Chariot
Memorial Project (“the Project”), are committed to protecting the personal data of participants,
volunteers, staff, and members of the public. This policy outlines the procedures for data
collection, storage, processing, and sharing in compliance with the UK General Data Protection
Regulation (UK GDPR) and the Data Protection Act 2018.

The Data Protection Policy explains how the St Nazaire Raid Memorial Trust (the Trust) and
any persons working with it in any capacity will handle, process, manage and keep secure
personal information and comply with the relevant legislation. As we are a small Trust which
does not have members it is considered we are exempt from paying a data protection fee to
the Information Commissioners Office (ICO). It is nevertheless important that the Trust adheres
to the principles of the General Data Protection Regulations (GDPR) and uses best practice to
handle and manage personal information.

The document owner is Mr James Wilson-White on behalf of the Trust.
2. Data Protection Principles

The Project adheres to the following principles:
- Lawfulness, fairness, and transparency
- Purpose limitation
- Data minimisation
- Accuracy
- Storage limitation
- Integrity and confidentiality
- Accountability

All persons who handle and process data are to comply with this policy. The Trust will only
request the data needed to complete a task. The Trust seeks to minimise the possibility of a
data breach by following this policy. All staff, contractors and volunteers doing work for the
Trust will comply with this policy.



Definitions

Personal data: any information about a person including, but not restricted to, names,
addresses, email, phone numbers and photographs. Data processing: all activities involving
personal data including collecting, storing, sharing and using. Data breach: when data is lost
or used in the wrong way eg disclosing someone’s personal details to the wrong person. NB:
The Trust does not ask for, handle, store or process any personal financial information. If any
is sent to the Trust in error it will be immediately destroyed.

3. Roles and Responsibilities

The Trustees: Overall responsibility for compliance with data protection laws.

Data Protection Officer: Mr James Wilson-White, who is responsible for monitoring,
training, and guidance.

Volunteers and Staff: Ensuring that personal data is handled in accordance with this
manual.

4. Data Collection and Use

Personal data' is collected only where necessary for the purposes of the Project, including
historical research, public engagement, and educational activities. Participants will be
informed about the purpose of data collection and their rights.

5. Storage and Security

Digital data must be stored on secure, password-protected systems with regular backups.
Physical documents must be kept in locked storage accessible only to authorised personnel.
Access to personal data is restricted to individuals with a legitimate need.

6. Sharing and Disclosure

Personal data may only be shared with third parties when required by law, or with explicit

written consent from the individual concerned. Data sharing agreements will be used where
necessary.

1 personal data: any information about a person including, but not restricted to, names, addresses, email, phone numbers
and photographs.
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7. Handling of Oral Histories Recordings and Embargo Policy

The Project collects and preserves oral history recordings as part of its mission to document
and commemorate Operation Chariot. These recordings may include personal data and
sensitive information. The following policies apply:

Informed Consent: Participants must sign a consent form specifying how their
recordings will be used, stored, and shared.

Anonymisation: Where appropriate, personal identifiers may be removed for public
use.

Secure Storage: Digital recordings will be stored on encrypted, password-protected
systems; physical media will be locked in secure storage.
Access Control: Only authorised personnel may access the unedited recordings.

Usage: Recordings may be used for research, educational purposes, and public
engagement in accordance with the participant’s written consent.

Withdrawal of Consent: Participants have the right to withdraw their consent, and the
Project will take all reasonable steps to stop the use of their recording.

The Trust/Project recognises that participants may wish to restrict public access to their
recorded interviews for a defined period. This Embargo Policy ensures that such restrictions
are respected while maintaining proper archival and data protection standards.

Embargo Policy Purpose

An embargo is a temporary restriction placed on the public access, publication or
sharing of oral history materials, allowing participants to control when and how their
contributions are made available.

Participant Rights

- Participants may request an embargo on part or all of their interview.

- The embargo period may be set for a specific number of years, until a defined date,
or until an event (e.g. the participant’s death).

- The terms of the embargo will be recorded in the participant’s consent form.

- Participants may withdraw or amend their embargo by providing written notice to the
Trust.



Access and Storage

Normally only the Trustees will have access to the data as and when needed for the
purposes of carrying out the activities of the Trust. If a person undertaking work for the
Trust requires some personal data to complete a task they will delete that data within
10 days of completion of the task.

- During the embargo period, recordings, transcripts, and related materials will be
securely stored in accordance with this manual’s security provisions.

- Access to embargoed materials is limited to authorised Trust personnel and
designated archivists responsible for preservation.

- Embargoed materials may not be shared, published, or exhibited without the
participant’s written consent.

Expiry and Review

- Once the embargo period expires, the materials will become available for public
access under the conditions specified in the participant’s consent form.

- Embargoes will be reviewed periodically to ensure they remain appropriate and
compliant with applicable law.

- Where no specific duration is specified, a default embargo of 5 years may be applied,
subject to review by the Trust.

Compliance

All embargoed materials are managed in accordance with the UK General Data Protection
Regulation (UK GDPR), the Data Protection Act 2018, and the Copyright, Designs and
Patents Act 1988.

8. Data Subject Rights
Individuals have the following rights under data protection law:

* Right to be informed

* Right of access

* Right to rectification

* Right to erasure

* Right to restrict processing

* Right to data portability

* Right to object

* Rights related to automated decision-making (not applicable in this Project)



9. Data Breach Procedure

To report a data breach or make a complaint please contact:

James Wilson-White

DPO

St Nazaire Raid Memorial Trust

chalksterww@hotmail.co.uk

In the event of a personal data breach?, the Data Protection Officer will:

» Contain and assess the breach immediately.

* Notify the Information Commissioner’s Office (ICO) within 72 hours where required.
* Inform affected individuals if the breach is likely to result in a high risk to their rights.
» Keep a record of all breaches, regardless of severity.

10. Review and Updates

This manual will be reviewed annually, or sooner if required by changes in legislation or
Project activities.

James Wilson-White

DPO

St Nazaire Raid Memorial Trust
chalksterww@hotmail.co.uk

11 December 2025

© 2025 The St Nazaire Raid Memorial Trust. All rights reserved.

No part of this publication or any associated materials may be reproduced, distributed, or
transmitted in any form or by any means, including photocopying, recording, or other
electronic or mechanical methods, without the prior written permission of The St Nazaire Raid
Memorial Trust, except in the case of brief quotations for the purpose of review, academic
reference, or other non-commercial use permitted under UK copyright law.

“The St Nazaire Raid Memorial Trust” and “Operation Chariot Memorial Project” are the
property of The St Nazaire Raid Memorial Trust.

For permissions or enquiries, please contact:

The St Nazaire Raid Memorial Trust

info@stnazaireraid.org

2 Data breach: when data is lost or used in the wrong way e.g. disclosing someone’s personal details to the wrong person.
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